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AGENDA

 CompTIA Foundational 
Certificate Series Overview

 Good study practices

 CompTIA CTF



ITF+ A+ 
Core 1

A+ 
Core 2 Network+

Security+

CompTIA Certification Foundational Series



ITF+ A+ 
Core 1

A+ 
Core 2 Network+

Security+

Certifications build on each other and introduce new information



CERTIFICATION KNOWLEDGE, SKILLS AND ABILITIES

ITF+
Computing

IT infrastructure

Software development

Database use

Installing software

Establishing basic 
network connectivity

Identifying/Preventing 
basic security risks

Install, configure and maintain computer 
equipment, mobile devices and 
software for end users

Service components based on 
customer requirements

Understand networking basics and 
apply basic cybersecurity methods to 
mitigate threats

Properly and safely diagnose, resolve, 
and document common hardware and 
software issues

Apply troubleshooting skills and 
provide customer support using 
appropriate communication skills

Understand the basics of scripting, 
cloud technologies, virtualization, and 
multi-OS deployments in corporate 
environments

Network+
Establish network connectivity by 
deploying wired and wireless devices

Understand and maintain network 
documentation

Understand basic datacenter, cloud, and 
virtual networking concepts

Monitor network activity, identifying 
performance and availability issues

Implement network hardening 
techniques

Manage, configure, and troubleshoot 
network infrastructure

Security+ (SY0-701)

Assess the security posture of an 
enterprise environment and 
recommend and implement appropriate 
security solutions.

Monitor and secure hybrid 
environments, including cloud, mobile, 
and Internet of Things (IoT)

Operate with an awareness of 
applicable regulations and policies, 
including principles of governance, risk, 
and compliance

Identify, analyze, and respond to 
security events and incidents.

A+



Domain 
# of 

Objectives

ITF+

1.0 – IT Concepts and Terminology 6 

2.0 – Infrastructure 8

3.0 – Applications and Software 6

4.0 – Software Development 3

5.0 – Database Fundamentals 3

6.0 – Security 7

Domain
# of 

Objectives

A+
(Core 1)

1.0 – Mobile Devices 4

2.0 – Networking 8

3.0 – Hardware 7

4.0 – Virtualization and Cloud Computing 2

5.0 – Hardware and Network 
Troubleshooting

7

Domain
# of 

Objectives

A+
(Core 2)

1.0 – Operating Systems 11

2.0 – Security 10

3.0 – Software Troubleshooting 5

4.0 – Operational Procedures 9

Domain 
# of 

Objectives

Network+

1.0 – Networking Fundamentals 8

2.0 – Network Implementations 4

3.0 – Network Operations 3

4.0 – Network Security 5

5.0 – Network Troubleshooting 5

Domain
# of 

Objectives

Security+

1.0 – General Security Concepts 4

2.0 – Threats, Vulnerabilities, and Mitigations 5

3.0 – Security Architecture 4

4.0 – Security Operations 9

5.0 – Security Program Management and 
Oversight

6

Certification Knowledge, Skills and Abilities: Domains and Objectives



CERTIFICATION KNOWLEDGE, SKILLS AND ABILITIES: 
DOMAINS AND OBJECTIVES

Domain Objectives

ITF+

1.0 – IT Concepts and Terminology 
2.0 – Infrastructure (22%)
3.0 – Applications and Software
4.0 – Software Development
5.0 – Database Fundamentals
6.0 – Security

2.1 – Classify common types of input/output device interfaces

2.2 – Set up and install common peripheral devices to a laptop/PC

2.3 – Explain common internal computing components

2.4 – Compare and contrast Internet service types

2.5 – Compare and contrast storage types

2.6 – Compare and contrast common computing devices and their purposes

2.7 – Explain basic networking concepts

2.8 – Install, configure and secure a basic wireless network



Certification Knowledge, Skills and Abilities: Domains, Objectives and Percent covered on Exam

# of 
Domains

# of Objectives 
per Domain

Domain % on 
Certification 
Exam

Est. # of 
Questions 
on Exam

ITF+ 
75 questions

6

6 17% 12

8 22% 16

6 18% 13

3 12% 9

3 11% 8

7 20% 15

A+ (Core 1)
90 questions & 
PBQs

5

4 15% 13

8 20% 18

7 25% 22

2 11% 9

7 29% 26

A+ (Core 2)
90 questions & 
PBQs

4

11 31% 27

10 25% 22

5 22% 19

9 22% 19

# of 
Domains

# of Objectives 
per Domain

Domain % on 
Certification 
Exam

Est. # of 
Questions 
on Exam

Network+ 
90 questions & 
PBQs

5

8 24% 21

4 19% 17

3 16% 14

5 19% 17

5 22% 19

Security+
90 questions & 
PBQs

5

4 12% 10

5 22% 19

4 18% 16

9 28% 25

6 20% 18

Performance Based Questions (PBQs) for 
A+, Network+ and Security+ make up 

remaining exam questions 



ITF+

2.0: 
Infrastructure

A+ 
Core 1

5.0: 
Hardware & 

Troubleshooting

A+ 
Core 2

1.0: 
Operating 
Systems

Network+

1.0: 
Networking 

Fundamentals

Base 
Knowledge

ITF+

6.0:
Security

A+ 
Core 1

2.0: 
Networking 

A+ 
Core 2

2.0: 
Security

Network+

5.0: Network 
Troubleshooting

4.0: 
Network 
Security

Depth 
Knowledge 

22% 29% 31% 24%

20% 25% 25% 22%
24%



ITF+

2.0: 
Infrastructure

6.0: 
Security

A+ 
Core 1

5.0: 
Hardware & 

Troubleshooting

2.0: 
Networking

A+ 
Core 2

1.0: 
Operating 
Systems

2.0: 
Security

Network+

1.0: 
Networking 

Fundamentals

5.0: Network 
Troubleshooting

4.0: 
Network 
Security

Base 
Knowledge 

Depth
Knowledge

Specialized 
Knowledge 

Security+

4.0: 
Security 

Operations

2.0: 
Threats, 

Vulnerabilities, 
and Mitigations



Security+ Example Question

The IT department receives a call one morning about users 
being unable to access files on the network shared drives. 
An IT technician investigates and determines the files became 
encrypted at 12:00am. While the files are being recovered 
from backups, one of the IT supervisors realizes the day is the 
birthday of a technician who was fired two months prior. 
Which of the following describes what MOST likely occurred? 

A. The fired technician placed a logic bomb

B. The fired technician installed a rootkit on all the affected 
users’ computers

C. The fired technician installed ransomware on the file server

D. The fired technician left a network worm on an only work 
computer

Base Knowledge

IFT+ A+ Core 1

Domain 2.0 Infrastructure Domain 5.0
Hardware and 
Network 
Troubleshooting

Objective 
2.5

Compare and 
contrast storage 
types

Objective 
5.1

Apply best practice 
methodology to 
resolve problems

Domain 6.0 Security Domain 2.0 Networking

Objective 
6.6

Explain common 
uses of 
encryption

Objective 
2.4

Services provided by 
networked hosts

Knowledge Depth

A+ Core 2 Network+

Domain 2.0 Security Domain 
4.0 Network Security

Objective 
2.4

Common social-
engineering attacks, 
threats, and 
vulnerabilities

Objective 
4.1

Common security 
concepts

Objective 
4.2

Common types of 
attacks

Specialized Knowledge

Security+

Domain 
2.0

Threats, 
Vulnerabilities, and 
Mitigations

Objective 
2.1

Common threat 
actors and 
motivations

Objective 
2.4

Analyze indicators 
of malicious activity



Security+ Example Question

The IT department receives a call one morning about users 
being unable to access files on the network shared drives. 
An IT technician investigates and determines the files became 
encrypted at 12:00am. While the files are being recovered 
from backups, one of the IT supervisors realizes the day is the 
birthday of a technician who was fired two months prior. 
Which of the following describes what MOST likely occurred? 

A. The fired technician placed a logic bomb

B. The fired technician installed a rootkit on all the affected 
users’ computers

C. The fired technician installed ransomware on the file server

D. The fired technician left a network worm on an only work 
computer

Base Knowledge

IFT+ A+ Core 1

Domain 
2.0 Infrastructure Domain 

5.0

Hardware and 
Network 
Troubleshooting

Objective 
2.5

Compare and 
contrast 
storage types

Objective 
5.1

Apply best practice 
methodology to 
resolve problems

Domain 
6.0 Security Domain 

2.0 Networking

Objective 
6.6

Explain 
common uses 
of encryption

Objective 
2.4

Services provided 
by networked hosts

Knowledge Depth

A+ Core 2 Network+

Domain 
2.0 Security Domain 

4.0 Network Security

Objective 
2.4

Common social-
engineering 
attacks, threats, 
and 
vulnerabilities

Objective 
4.1

Common 
security concepts

Objective 
4.2

Common types 
of attacks

Specialized Knowledge

Security+

Domain 
2.0

Threats, 
Vulnerabilities, 
and Mitigations

Objective 
2.1

Common threat 
actors and 
motivations

Objective 
2.4

Analyze 
indicators of 
malicious activity



HOW TO PREPARE: FINDING RESOURCES

What are your go-to study methods or habits? (put it in the chat?)

CompTIA 
Resources

Study Guides

Exam Prep 
Packages

Structured 
Studying 

Udemy
Coursera, 

CBT Nuggets

Google

Alison.com

Code Academy

Skills for All 
(Cisco 

Networking 
Academy)

Open.edu

Budget 
Friendly

Lifewire.com

Geeks for 
Geeks

TechTarget

Professor 
Messer

Linus Tech 
Tips

WIRED



HOW TO PREPARE: FINDING RESOURCES

CompTIA 
Resources

Study 
Guides

Exam Prep 
Packages

 Mike Chapple

 Mike Meyers

 Omar Santos

 David Seidl



HOW TO PREPARE: FINDING RESOURCES

Structured 
Studying 

Udemy
Coursera, 

CBT Nuggets

Google

Alison.com

Code Academy

Skills for All 
(Cisco 

Networking 
Academy)

Open.edu 
(Open Learn)

Courses in:

Udemy A+, Security+

Coursera Networking, Cloud, Security

CBT Nuggets ITF+, A+, Network+, Security+



BUDGET FRIENDLY

Budget 
Friendly

Lifewire.com

Geeks for 
Geeks

TechTarget

Professor 
Messer

Linus Tech 
Tips

WIRED



HOW TO PREPARE: USING YOUR TIME WISELY

1. Reviewing 2. Studying 3. Checking your 
Understanding

Getting the big picture, adding 
context

Study at objective level, objective 
by objective

Utilize different practices. 

Spend most of your time on parts 
were feel least prepared

Active engagement

Source: https://www.umass.edu/studentsuccess/plan/skills/study-cycle 

Reviewing

Studying 

Checking 
Your 

Understanding

Independent Study CycleStudy Cycle

https://www.umass.edu/studentsuccess/plan/skills/study-cycle


HOW TO PREPARE: 
INDEPENDENT STUDY CYCLE ~ REVIEWING

Reviewing

Studying 

Checking 
Your 

Understanding
1. Reviewing

Getting the big picture, adding 
context

Review each domain and 
objective

Review where you can take the 
exam and what to expect when 
sitting for the exam

Make a study plan Organize your go-to resources



HOW TO PREPARE: 
INDEPENDENT STUDY CYCLE ~ STUDYING (THINGS TO DO)

 Mix things up!

 Read while taking notes

 Read from different sources

 Watch videos (long and short)

 Review message boards

Reviewing

Studying 

Checking 
Your 

Understanding

 Active Study Engagement

 Create concept maps

 Create your own study guide

 Become a teacher

 Explain concepts using an analogy or metaphor

Misc. Strategies

Think about how you study best Spread out and mix up your study times

Organize what you’ll cover before a study session Treat your study time as an appointment you can’t break

Limit multitasking Set goals for your study session

Take breaks; Reward yourself (within reason) 



HOW TO PREPARE: CHECKING YOUR UNDERSTANDING

 Book Chapter Review Questions

 Practice Tests

Reviewing

Studying 

Checking Your 
Understanding Performance Based Questions (PBQs)

“Performance-based questions…allows IT pros to execute their 
skills and knowledge in a hands-on simulation…question types 
within the exam are built and designed based on the typical 
job roles…”

 CompTIA Labs

 TryHackMe

 Simulators

 Cybrary

 CORE – Common Open Research 
Emulator

 GNS3 – Graphical Network Simulator

 Itpro.tv/vlabs (ITF+, A+, Net+, Sec+)

 Cybersecurity CTFs

 CyberFast Track

Learn tasks (i.e., how to do it)

Get hands-on 

Organize what you learn

Use what you have

Use the Internet



Certification Knowledge, Skills and Abilities: Domains, Objectives and Percent covered on Exam

# of 
Domains

# of Objectives 
per Domain

Domain % on 
Certification 
Exam

Est. # of 
Questions 
on Exam

ITF+ 
75 questions

6

6 17% 12

8 22% 16

6 18% 13

3 12% 9

3 11% 8

7 20% 15

A+ (Core 1)
90 questions & 
PBQs

5

4 15% 13

8 20% 18

7 25% 22

2 11% 9

7 29% 26

A+ (Core 2)
90 questions & 
PBQs

4

11 31% 27

10 25% 22

5 22% 19

9 22% 19

# of 
Domains

# of Objectives 
per Domain

Domain % on 
Certification 
Exam

Est. # of 
Questions 
on Exam

Network+ 
90 questions & 
PBQs

5

8 24% 21

4 19% 17

3 16% 14

5 19% 17

5 22% 19

Security+
90 questions & 
PBQs

5

4 12% 10

5 22% 19

4 18% 16

9 28% 25

6 20% 18

Performance Based Questions (PBQs) for 
A+, Network+ and Security+ make up 

remaining exam questions 



Security 
Scenario

Task 1
Task 2

Task 3
Task 4

Important 
Info

Source: https://simulation.comptia.org



 Security+ (SY0-601) PBQ

Task 1 Workstation IPs

Task 2 Workstation without 
Internet access

Task 3 Check router interfaces 
and ACL rules

Task 4 Check Internet connectivity 
for problem workstation






SECURITY+ PBQ EXAMPLE

 Network+

 Domain 1.0: Networking Fundamentals

 Objective 1.4: Given a scenario, configure a subnet and use 
appropriate IP addressing schemes

 Domain 5.0: Network Troubleshooting

 Objective 5.1: Explain the network troubleshooting 
methodology

 Objective 5.3: Given a scenario, use the appropriate network 
software tools and commands

Task 1

Task 2

Task 3

Task 4

 Security+ (SY0-701)

 Domain 2.0: Threats, Vulnerabilities 
and Mitigations

 Objective 2.5: Explain the purpose of 
mitigation techniques used to secure the 
enterprise

Security 
Scenario



STUDY CYCLE FOR INDEPENDENT LEARNING

1. Reviewing 2. Studying 3. Checking your 
Understanding

Getting the big picture, adding 
context

Study at objective level, objective 
by objective Utilize different practices. 

Create plan of attack Spend most of your time on parts 
were feel least prepared Active engagement

Reviewing

Studying 

Checking 
Your 

Understanding

Independent Study Cycle



COMPTIA CERT CTF: A CHECK YOUR UNDERSTANDING TOOL

Exam and domain

Points



COMPTIA CERT CTF

 Jeopardy-Style
 Challenges are multiple-choice questions

 No Problem-Based Questions

 Challenges cover 
 Top ITF+, A+, Network+, Security+ domains

 30-minute time limit 

 Can move between challenges 

 Challenge Hints available 
 No point penalty for using hints

 Amazon e-gift card
 1st place = $100

 2nd place = $75

 3rd place = $50

 2nd Chance Opportunity
 $25 Amazon e-gift card

 1st 40 completed surveys on classroom and learning 
experiences
 Over 18 years of age

 An Undergradate 

 Currently enrolled in or have completed an online or hybrid 
Cybersecurity focused course



COMPTIA CERT CTF ~ LET’S GO!!

Already 
Registered

Need to 
Register

Registration Code:

NCSAcompTIA

https://comptiacerts.ctfd.io



BUT FIRST…

 2nd Chance Opportunity

 If you are:

 Over 18

 An Undergraduate student

 Have taken or are currently enrolled in an online or hybrid 
Cybersecurity course

 Take the

 For a $25 Amazon e-gift card

 1st 40 completed surveys can win

https://tinyurl.com/CybersecurityExperienceEG



AND THE WINNERS ARE….

Cynthia Thomas

cnthom15@louisville.edu

(502) 509-9481

https://tinyurl.com/CybersecurityExperienceEG

mailto:cnthom15@louisville.edu
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